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Abstract. The concept of onto functions plays a very important role in the theory of Analysis and has
got rich applications in many engineering and scientific techniques. In this paper, we are proposing
a new application in the field of cryptography by using onto functions on the algebraic structures
like rings like (Zm,+m, Xm) and fields like (Zp,+p, X p) to get a strong encryption technique. A new
asymmetric cryptographic system based on Hill ciphers is developed using onto functions with two
keys- Primary and Secondary, to enhance the security. This is the first algorithm in cryptography
developed using onto functions which ensures a strong security for the system while maintaining the
simplicity of the existing Hill cipher. The concept of using two keys is also novel in the symmetric key
cryptography. The usage of onto functions in the encryption technique eventually gives the highest
security to the algorithm which has been discussed through different examples. The original Hill
cipher is obsolete in the present-day technology and serves as pedagogical purpose but whereas
this newly proposed algorithm can be safely used in the present-day technology. Vulnerability from
different types of attacks of the algorithm and the cardinality of key spaces have also been discussed.
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1. Introduction
Hill ciphers is one of the classical examples under the symmetric key cryptography developed
by L. S. Hill [2] in 1929, which uses the matrix multiplication for its encryption and decryption.
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Hill ciphers has the advantage of disguising letter frequencies of the plain text as it takes
the plain text in blocks of size n×1 and multiplies these blocks with a key matrix of size n×n
(Hill [2], Saeednia [7], Vasuki et al. [11]).

Another advantage of Hill ciphers is that its simplicity, as it uses only some simple matrix
multiplication for its encryption and one extra step for the decryption to calculate the inverse of
the matrix. Computationally, it is easy to implement this technique. Due to these advantages
this serves as an important pedagogical role in mathematical cryptography. But the Hill ciphers
are vulnerable to the known plain text and cipher text attack due to which it is not in present
day usage (Parmar [6]).

In this paper, a new cryptographic system is developed for the first time in the literature
using the onto functions in the encryption technique. The algorithm also uses two keys which
makes the system more secured among all the symmetric key cryptographic algorithms.

The original Hill ciphers along with an example is discussed in Section 2, and the proposed
algorithm with some examples are discussed in Section 3. Section 4 deals about the key space,
and then the crypt analysis is dealt in Section 5. Section 6 deals about conclusion.

2. Hill Cipher
Hill cipher was discovered by L. S. Hill in his paper ‘Cryptography in an algebraic alphabet’
published in 1929 [2].

The encryption in Hill cipher involves with an n-block plain text is multiplied by an n×n
invertible matrix considered as the key in order to get the cipher text.

The cipher text is multiplied by the inverse of the key matrix which gives back the plain
text.

2.1 Encryption
Step 1: Convert the alphabetical Plain Text into numerical format.
Step 2: Construct the key K as an n×n invertible matrix in Z26.
Step 3: Divide the numerical plain text in Step 1 into blocks B of size n (i.e., column matrices

n×1).
Step 4: Cipher text C is obtained as C = KB.

Figure 1 represents the encryption technique of Hill cipher.

Secret Key

K

n n´

P.T.

B

n 1´

Encryption

C.T.

C KB=´

Figure 1. Hill cipher encryption

2.2 Decryption
Step 1: Receiver gets the cipher text as C = KB.
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Step 2: Construct the inverse of key K−1 in Z26.

Step 3: Divide the numerical cipher text in Step 1 into blocks C of size n.

Step 4: To each block apply the matrix multiplication B = K−1C.

Figure 2 represents the encryption technique of Hill cipher.

Secret Key

K
-1

n n´

C.T.

C

n 1´

Decryption

P.T.

B K C=
-1

´

Figure 2. Hill cipher decryption

Example 2.1. Encryption: Consider the plain text: “MATH IS BEAUTIFUL” taken in blocks
of 3 (trigraphs) after its conversion to numerical value, according to the table given below:

A B C D E F G

0 1 2 3 4 5 6

H I J K L M N

7 8 9 10 11 12 13

O P Q R S T U

14 15 16 17 18 19 20

V W X Y Z

21 22 23 24 25

MAT | HIS | BEA |UTI | FUL

12 0 19 | 7 8 18 | 1 4 0 | 20 19 8 | 5 20 11

B1 =
12

0
19

 B2 =
 7

8
18

 B3 =
1

4
0

 B4 =
20

19
8

 B5 =
 5

20
11


Let the Key matrix be K =

2 3 1
7 6 5
4 3 2

,

C1 = KB1 =
2 3 1

7 6 5
4 3 2

12
0

19

 (mod 26)=
17

23
8

 (mod 26),

C2 = KB2 =
2 3 1

7 6 5
4 3 2

 7
8

18

 (mod 26)=
 4

7
10

 (mod 26),

C3 = KB3 =
2 3 1

7 6 5
4 3 2

1
4
0

 (mod 26)=
14

5
16

 (mod 26),
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C4 = KB4 =
2 3 1

7 6 5
4 3 2

20
19
8

 (mod 26)=
 1

8
23

 (mod 26),

C5 = KB5 =
2 3 1

7 6 5
4 3 2

 5
20
11

 (mod 26)=
 3

2
24

 (mod 26).

The Cipher text is now obtained as 17 23 8 4 7 10 14 5 16 1 8 23 3 2 24.
The Receiver gets the encoded text as ‘RXIEHKOFQBIXDCY’.

Decryption:

Step 1: Convert the alphabets into corresponding numerical formats as follows:

17 23 8 4 7 10 14 5 16 1 8 23 3 2 24.

Step 2: Consider the trigraphs (blocks of 3 letters):

C1 =
17

23
8

 , C2 =
 4

7
10

 , C3 =
14

5
16

 , C4 =
 1

8
23

 , C5 =
 3

2
24

 .

Step 3: The inverse of K is

K−1 =
17 17 1

18 0 17
17 18 25

 (mod 26).

Step 4: The plain text is obtained by multiplying each block with inverse of K , i.e., Bi = K−1Ci ,

B1 = K−1C1 =
17 17 1

18 0 17
17 18 25

17
23
8

=
12

0
19

 ,

B2 = K−1C2 =
17 17 1

18 0 17
17 18 25

 4
7

10

=
 7

8
18

 ,

B3 = K−1C3 =
17 17 1

18 0 17
17 18 25

14
5

16

=
1

4
0

 ,

B4 = K−1C4 =
17 17 1

18 0 17
17 18 25

 1
8

23

=
20

19
8

 ,

B5 = K−1C5 =
17 17 1

18 0 17
17 18 25

 3
2

24

=
 5

20
11

 .

The required plain text is obtained by converting numbers into alphabets as MATHISBEAUTI-
FUL.
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3. Proposed Algorithm
The algorithm is based on the construction of onto functions from the set: Z26 onto U(26) and
uses the basic idea of Hill ciphers.

This algorithm maintains the simplicity of Hill ciphers as well as enhances the security to
the system.

3.1 Encryption
Step 1: Convert the plain text into numerical blocks of n×1 column matrices as B1 B2 . . . Br .
Step 2: Generate an onto function f from Z26 onto U(26).
Step 3: Apply the onto function to the matrices in Step 1.
Step 4: Generate a parity block matrix Pi corresponding to the plain text block matrix and

append it to the plain text.

P ′ = B′
1 P1 B′

2 P2 . . . B′
r Pr

Step 5: Take K = [ai j], an n×n invertible matrix as a primary key and aii ̸= 0, for each i, as
secondary key.

Multiply the primary key K with B′
i and aii with Pi .

Figure 3 represents the encryption technique of proposed algorithm.

Key

B¢

P¢

Primary key

K

Secondary key
a

i

-1

C

Q

Encryption
Onto

function

C.T.

´

P.T.

Bn 1´

Figure 3. Proposed Algorithm–Encryption

3.2 Decryption
Let the cipher text received by the receiver be C = C1 Q1 C2 Q2 . . . Cr Qr .

Step 1: Calculate the inverse of primary key K in Z26.
Step 2: Multiply each Ci with K−1.
Step 3: Calculate the inverse of aii in R and multiply these values with Q i , respectively.
Step 4: Add the matrices obtained in Step 2 and Step 3 correspondingly coordinate wise.
Step 5: The resultant string of block matrices are the numerical form of Plain Text, assign the

alphabet to each corresponding integer.

Figure 4 represents the decryption technique of proposed algorithm.

Key

B¢

P¢

Primary key

K
-1

Secondary key
a

ii

-1

C

Q

Bn 1´

B P¢ ¢+

C.T.

´

P.T.

Figure 4. Proposed Algorithm–Decryption
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Example 3.1. Encryption: Consider the same plain text: “MATH IS BEAUTIFUL” taken in
blocks of 3 (trigraphs) after its conversion to numerical value

MAT | HIS | BEA |UTI | FUL

12 0 19 | 7 8 18 | 1 4 0 | 20 19 8 | 5 20 11

Consider one of the onto functions f :Z26 onto U(26) defined as
0,1 7→ 1; 2,3 7→ 3; 4,5 7→ 5; 6,7 7→ 7; 8,9 7→ 9; 10,11 7→ 11; 12,13,14,15 7→ 15; 16,17 7→ 17;
18,19 7→ 19; 20,21 7→ 21; 22,23 7→ 23; 24,25 7→ 25.

The new block matrices of plain text after applying this function and the their parity
matrices are given by

B′
1 =

15
1

19

 and P1 =
−3
−1
0

 ,

B′
2 =

 7
9

19

 and P2 =
 0
−1
−1

 ,

B′
3 =

1
5
1

 and P3 =
 0
−1
−1

 ,

B′
4 =

21
19
9

 and P4 =
−1

0
−1

 ,

B′
5 =

 5
21
11

 and P5 =
 0
−1
0

 .

The cipher text is obtained by multiplying each block matrix by primary key matrix K and
parity matrix by secondary keys as the diagonal elements in K and finally by adding these
correspondingly:

Let the primary key matrix be K =
2 3 1

7 6 5
4 3 2

 and the secondary keys are 2,6,2.

C1 = KB′
1 =

2 3 1
7 6 5
4 3 2

15
1

19

 (mod 26)=
22

10
15

 (mod 26),

C2 = KB′
2 =

2 3 1
7 6 5
4 3 2

 7
9

19

 (mod 26)=
 8

16
15

 (mod 26),

C3 = KB′
3 =

2 3 1
7 6 5
4 3 2

1
5
1

 (mod 26)=
19

16
21

 (mod 26),
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C4 = KB′
4 =

2 3 1
7 6 5
4 3 2

21
19
9

 (mod 26)=
 4

20
3

 (mod 26),

C5 = KB′
5 =

2 3 1
7 6 5
4 3 2

 5
21
11

 (mod 26)=
6

8
1

 (mod 26).

The cipher text is now obtained as22
10
15

−6
−2
0

 8
16
15

 0
−6
−6

19
16
21

 0
−2
−2

 ,

 4
20
3

−2
0
−2

6
8
1

 0
−6
0

 .

So now the cipher text is the string of matrices B′
1 P1 B′

2 P2 B′
3 P3 B′

4 P4 B′
5 P5.

Decryption: Calculate the inverses of primary key K and secondary keys aii :

K−1 =
17 17 1

18 0 17
17 18 25

 (mod 26),

a−1
11 = 2−1 a−1

22 = 6−1 a−1
33 = 2−1

In order to get the plain text, the string of cipher text matrices must be multiplied with K−1

and a−1
ii , alternatively.

Then we obtain the string of matrices after multiplying with their corresponding inverses as15
1

19

−3
−1
0

 7
9
19

 0
−1
−1

1
5
1

 0
−1
−1

21
19
9

−1
0
−1

 ,

 5
21
11

 0
−1
0

 .

The plain text is obtained by adding the two adjacent matrices:15
1

19

+
−3
−1
0

=
12

0
19

 ,

 7
9

19

+
 0
−1
−1

=
 7

8
18

 ,

1
5
1

+
 0
−1
−1

=
1

4
0

 ,

21
19
9

+
−1

0
−1

=
20

19
8

 ,
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 5
21
11

+
 0
−1
0

=
 5

20
11

 .

Finally, the plain text is obtained by converting the numerical format into corresponding
alphabets.

Example 3.2. Encryption: Consider a cipher text as “LOCK DOWN” taken in blocks of 2 in
Z29 assigned as in the table below.

A B C D E F G H I J

0 1 2 3 4 5 6 7 8 9

K L M N O P Q R S T

10 11 12 13 14 15 16 17 18 19

U V W X Y Z ! ? Space

20 21 22 23 24 25 26 27 28

LO; CK; DO; WN converted into the numerical values as 11 14; 2 10; 3 14; 22 13. So, the plain

text in block matrices is given as
[
11
14

]
,
[

2
10

]
,
[

3
14

]
,
[
22
13

]
.

Let the Key matrix be K =
[
1 3
6 8

]
.

The block matrices after applying a certain onto function and multiplied by the key matrix
K be given as follows:

B′
1 =

[
8

18

]
, B′

2 =
[
17
26

]
, B′

3 =
[
1
3

]
, B′

4 =
[

3
12

]
.

So that the corresponding cipher text will be ISR!BDDM.
The parity matrices are given by

P1 =
[−15

11

]
, P2 =

[−3
−3

]
, P3 =

[−16
11

]
, P4 =

[
10
7

]
.

In this example we provide different variations in the algorithm while converting the parity
matrices into cipher text:

(i) According to the proposed algorithm, the parity matrices after multiplied by diagonal
entries are given by

P ′
1 =

[−15
11

]
, P ′

2 =
[−24
−24

]
, P ′

3 =
[−16

11

]
, P ′

4 =
[
80
56

]
.

(ii) The diagonal entries in the key matrix are multiplied with parity matrix coordinate wise:

P ′
1 =

[−15
88

]
, P ′

2 =
[ −3
−24

]
, P ′

3 =
[−16

88

]
, P ′

4 =
[
10
56

]
.

(iii) The Parity matrices can be multiplied with the matrix’s eigen values instead of diagonal
entries. The eigen values of the key matrix are 10 and −1:

P ′
1 =

[−150
−11

]
, P ′

2 =
[−30

3

]
, P ′

3 =
[−160
−11

]
, P ′

4 =
[
100
−7

]
.
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(iv) The parity matrices can be added to eigen vectors
(−3

2
)
,
(1

3
)

of the matrix alternatively
which will transform them as follows:

P ′
1 =

[−18
13

]
, P ′

2 =
[−2

0

]
, P ′

3 =
[−19

13

]
, P ′

4 =
[
11
10

]
.

Decryption: At the receiver end the decryption can be done much easily with 3 simple steps by
calculating the inverse of key matrix K and multiplying the block matrices with the inverse
matrix and the parity matrices are obtained by reversing one of the above processes and added
to the block matrices which gives the desired text.

Inverse of the key matrix K is obtained as

K−1 = 1
10

[−8 3
6 −1

]
≡

[
10 3
6 8

]
(mod 29).

Since Bi = K−1B′
i(mod 29), we get the block matrices as:

B1 =
[
26
3

]
, B2 =

[
5
13

]
, B3 =

[
19
3

]
, B4 =

[
12
6

]
.

At this step the receiver has to add each parity matrix to the above matrices to get the original
message.

(i) The parity matrices are obtained by multiplying each matrix with inverse of diagonal
entry.

P1 = a11
−1, P ′

1 =
[−15

11

]
, P2 = a22

−1, P ′
2 = 8−1

[−24
−24

]
=

[−3
−3

]
,

P3 = a11
−1, P ′

3 =
[−16

11

]
, P4 = a22

−1, P ′
4 = 8−1

[
80
56

]
=

[
10
7

]
.

(ii) The parity matrices are obtained by multiplying the diagonal entries coordinate wise

P1 =
[ −15
88∗8−1

]
=

[−15
11

]
, P2 =

[ −3
−24∗8−1

]
=

[−3
−3

]
,

P3 =
[ −16
88∗8−1

]
=

[−16
11

]
, P4 =

[
10

56∗8−1

]
=

[
10
11

]
.

(iii) The parity matrices can be obtained by multiplying with the inverse of eigen values
coordinate wise. The inverse of eigen values of the key matrix are 10−1 and −1−1:

P1 =
[−150∗10−1

−11∗−1−1

]
=

[−15
11

]
, P2 =

[−30∗10−1

3∗−1−1

]
=

[−3
−3

]
,

P3 =
[−160∗10−1

−11∗−1−1

]
=

[−16
11

]
, P4 =

[
100∗10−1

−7∗−1−1

]
=

[
10
11

]
.

(iv) The parity matrices can be obtained by subtracting eigen vectors
(−3

2
)
,

(1
3
)

of the key
matrix alternatively to P ′

i :

P1 =
[−18

13

]
−

[−3
2

]
=

[−15
11

]
, P2 =

[−2
0

]
−

[
1
3

]
=

[−3
−3

]
,

P3 =
[−19

13

]
−

[−3
2

]
=

[−16
11

]
, P4 =

[
11
10

]
−

[
1
3

]
=

[
10
7

]
.
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4. Discussion on Key Spaces
The primary key K is an n×n invertible matrix in Z26. Thus K ∈GL(n,Z26) (Gallian [1], and
Overbey et al. [5]). Thus, the key space is given by the cardinality of the set GL(n,Z26) which is
given by

|GL(n,Z26)| =
n−1∏
k=0

(2n −2k)(13n −13k) . (4.1)

Thus, the number of 3×3 invertible matrices in Z26 are obtained as

|GL(3,Z26| =
2∏

k=0
(23 −2k)(133 −13k)= 1.63403819×1012 . (4.2)

The secondary keys are the n diagonal entries in the n×n primary key matrix K which are
the elements in Z26 except zero.

The total number of onto functions from Z26 onto U(26) are
26∑

k=0
(−1)k

(
26
k

)
(26−k)12 . (4.3)

These sums upto be a very huge number with approximately 26 digits and this could be much
more larger number if we use a prime number larger than 26 (Sowmya and Srinivas [8]).

For example, the total number of onto functions from Z29 onto U(29) are 29!, which is equal
to a natural number with 31 digits. So the sender has a large pool of onto functions to choose
and the intruders cannot be able guess the used function even with a super computer in the
stipulated time.

If the algorithm is applied on the set of ASCII values, i.e., on Z128, then the cardinality of
key space increases drastically. That is given by

|GL(n,Z128)| = 26n2 n−1∏
k=0

(2n −2k).

The number of onto functions from Z128 onto U(128) are
128∑
k=0

(−1)k

(
128

k

)
(128−k)64.

If the algorithm is applied on the set Z127, then the cardinality of key space increases
drastically. That is given by

|GL(n,Z127)| =
n−1∏
k=0

(127n −127k) .

The number of onto functions from Z127 onto U127 are 127!, which contains 214 digits.
On comparison with the key space of Hill ciphers, the proposed algorithm’s primary key

space and Hill cipher’s key space are equal to equation (4.1). The advantage of the proposed
algorithm is it exponentially increases the key space by the usage of onto function. For example,
if we take a 3×3 matrix as primary key over Z26, the key space would be multiple of equations
(4.2) and (4.3) which is a 38 digit number. This key space would evidently be a very huge
number over Z128.
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5. Analysis
The vulnerability of the algorithm against different attacks is studied in this paper.

Brute force attack involves the search for the key by the trail and error method.
In the proposed algorithm the usage of two keys makes it difficult for brute-force attack as

the key space is too large which was discussed in Section 4.
The key space for the primary key, an invertible matrix K in Zm, for m ∈N is very large as

discussed in the above section and hence it is impossible for the attackers to guess the key or
the onto function used in the encryption end.

The known plain text attack works by reconstructing the secret key based on part of known
plain text and their corresponding cipher text. The original Hill cipher is vulnerable to the
known plain text, cipher text attack (Ismail et al. [3]), whereas in this proposed algorithm the
intruders cannot be able to find the primary key even after knowing the part of plain and cipher
texts. This can be achieved by taking large sized matrices as keys.

One can easily find the diagonal entries aii of the key matrix by finding the gcd of non zero
numbers in the parity matrix P ′. This can be avoided by either taking larger matrices or the
parity matrices can be multiplied by the eigen values of the key matrix instead of diagonal
entries as mentioned as a variation in Example 3.2 in Section 3. The knowledge of eigen values
alone cannot reveal the entries of the matrix and hence the security of the system can be
maintained intact. Mathematically, one can construct a similar matrix with the knowledge of
eigen values but not the same matrix.

The computation cost of Hill ciphers is given by n2 matrix multiplications and n2 − n
matrix additions for both encryption and decryption (Li et al. [4], Toorani and Falahati [9], and
Valizadeh [10]). In the proposed algorithm, the computation cost is same as original Hill cipher
for encryption whereas for decryption it is n2 both matrix multiplication and matrix addition.

6. Conclusion
This algorithm is the first of its kind in the literature which uses the onto functions in the
encryption. The onto functions used in the encryption of Hill ciphers act as an added security
gate by not allowing the intruders. Besides the matrix multiplication used in Hill ciphers, this
algorithm uses only matrix addition and onto functions and hence maintains the simplicity of
the Hill cipher and yet attains the highest security. Since there are very huge number of onto
functions, even a super computer can take a lot of time to find the correct function used in the
encryption which makes this algorithm best suited to use in the present day situation.

The system can be made more complex by taking the secondary keys as some other special
numbers like the n eigen values of the key matrix K as discussed in Section 5.
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